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ABSTRACT

Due to the advent of the Internet of Things era, the number of related wireless devices is
increasing, making the abundant and complex information networks formed by communication
between devices. Therefore, security and trust between devices a huge challenge. In the
traditional identification method, there are identifiers such as hash-based message
authentication code, key, and so on, often used to mark a message that the receiving end can
verify it. However, this kind of identifiers is easy to tamper. Therefore, recently researchers
address the idea that using RF fingerprint, also called radio frequency fingerprint, for
identification. Our paper demonstrates a method that extracts properties and identifies each
device. We achieved a high identification rate, 99.9% accuracy in our experiments where the
devices communicate with Wi-Fi protocol. The proposed method can be used as a stand-alone
identification feature, or for two-factor authentication.
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1. INTRODUCTION

The 10T, Internet of Things, is growing rapidly with the diverse technologies and usages. It
allows data to be transmitted between wireless devices and the Internet. In such a convenience
environment, a great number of devices are also increased and can be seen widely including
medical devices, sensors and airplanes [1] (Figure 1). However, in the position of huge business
opportunities, it is also accompanied with risk. It might result in that the information systems to
be intruded, used, damaged, and modified if there is no appropriate management technology
about wireless devices. In other words, the importance of information protection and security
cannot be ignored anymore.

The growing number of intelligent devices will create abundant and complex information
network that allow the supply chain to utilize wireless technology to realize the communication
between devices. The utilization of the Internet not only help with building the connection
between humans but also linking between human and objects, object and objects. For example,
people make the use of smart phone to control the vehicle or intelligent appliances.

Safety aspect is the most concern issue in 10T. The application data can be personal, agriculture,
industry, enterprise, health care or environmental protection. It should be well-protected in case it
is stolen or tampered. For example, the application can save physical conditions, purchasing
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behavior, location, financial statements, inventory, business order, environmental monitoring and
history record.

Each device in 10T can create massive data, as the result, saving, protection and analysis are the
big challenges. Internet should be able to deal with high capacity and high density devices.
Moreover, it should be recognized between legitimate and malicious wireless devices. Therefore,

Figure 1. 10T network

how to identify different wireless devices has attracted a great attention of cybersecurity
researches and related industries.

Authentication is the act of proving an identity assertion that provides the safety communication
process between the users. Traditional authentication information is often mark with identifiers to
verify the legitimacy of the information, such as Message Authentication Code (MAC), and Key
that enable the receiver to authenticate the key as we call it Symmetric Encryption, which realize
the secure data communication within the network [2]. This kind of encryption is good at
handling the small number of nodes in the internet, but in the face of a large and complex internet
like 10T, it would be doubt and risking if all nodes share the same key. Therefore, in the case that
the information security may be insufficient, it is necessary to have a corresponding new
technology to effectively improve its security.

It is impossible that two different devices are exactly the same. Because there are some
uncontrollable random physical changes in the process of producing, resulting in some slight
differences between transmitters. These differences existed in randomness and uniqueness, which
establish the foundation for non-replicable. So we can use these features as the fingerprint of the
transmitters, called RF fingerprint.

Recently, there are researches pointing out that inconsistency between hardware can efficiently
identify different devices, enhancing the security of wireless communication devices. It has
aroused our interest and started to study related technologies. In order to explore the performance
of the device identification by RF fingerprint, we extracted the features after receiving the signal
transmitted by the wireless devices in the shielding box by SDR platform, and then used the
machine learning suite like XGBoost to train the classification model through the recorded data.
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Finally, the model can identify devices for subsequent new data. The accuracy rate of device
identification is 99.97% in Experiment A. We only used power spectral density (PSD) as an RF
fingerprint, the accuracy rate of identification is 99.94% in Experiment B. In experiment C, we
tended to investigate that what would happen if we switch the original receiver to another one.

The identification rate did drop significantly. Per the result, we supposed that RF fingerprint is
relative, related to transmitter (Tx) and receiver (Rx). Detailed experimental results are presented
in the fifth chapter. The contribution of this paper has two main parts:

o  We proposed a system that can extract modulation-base and transient-based properties from
signals and distinguish right devices from others. Our system achieves high accuracy rate,
99.97% and 99.94% using modulation-based and transient-based features respectively.

e  We had observed that RF fingerprint existed between Tx and Rx is relative.

By developing the device identification technology, in addition to the device control and device
resolution in a specific field, it can also be regarded as a way of authentication to improve
security requirements.

The remainder of the paper is organized as follows. Section 2 presents the recently researches in
RF fingerprint and machine learning (ML). Section 3 give an introduction of feature extraction

and classification model. We show the experiments and finding in section 4. We conclude our
paper and set the goal in the future in section 5.

2. RELATED WORK

2.1. Communication Process
We can utilize the inherent digital signal processing to affect the RF characteristics of the signal
transmitter, and the RF fingerprint of the signal received and stored by the receiver. We use the

transmitting and receiving process of basic modulation signal as an example to explain what
deviations may occur in the entire communication process (Figure 2).
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Figure 2. The transmitting and receiving process of basic modulation signal
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First, the 1-Q Imbalance is the amplitude and phase mismatch between the two paths of in-phase
and quadrature signals [3]. And [4] pointed out that the non-ideal deviation caused by I-Q are
also the magnitude of the carrier feedthrough signal and the angle error between I-Q components.
DC offset is the mean amplitude of the time domain signal [5]. If it is not eliminated, it will cause
the offset of the symbol position in the constellation [6]. The carrier frequency offset (CFO)
means that the carrier frequency between transmitter (Tx) and receiver (Rx) is not synchronized.
By IEEE 802.11 WLAN standards, the range of deviation is strictly limited [7]. The attenuation
refers to the fact that when a signal propagates in space, a part of the energy is converted into
heat or absorbed by the transmission medium, resulting in weakened signal strength [8]. Or
because the signal collides with the object during the propagation process, such as reflected,
refracted, and diffracted, the signal strength is weakened. The Signal-to-Noise Ratio (SNR or
SIN) is usually used to compare signal strength and background noise strength. It is defined as
signal power and the ratio of noise power [9]. There are related research results between SNR and
device identification in [10]. When there is relative motion between the signal source and the
receiver, the wave path-difference is generated due to the change of the propagation path. The
frequency of the transmitted signal is inconsistent with the frequency of the received signal. This
phenomenon is called the Doppler effect, and the deviation between the transmitted frequency
and the received frequency is called the Doppler shift [11].

2.2. RF fingerprint

RF fingerprint is like that in a conversation between people, the listener can identify a speaker by
inherent variations and characteristics of the voice. RF fingerprint can automatically identify
different wireless devices in the field by extracted the time domain and frequency domain
properties of the signal during operation. The following paragraph will introduce which signal
features are extracted and what conclusions are reached from the existing literature.

According to [12], they use a SDR platform for RF fingerprint extraction of Wi-Fi devices. The
main extracted features are Scrambling Seed, sampling frequency offset, carrier frequency offset,
and Frame Transient. The conclusion of the paper says that the results indicate that identifying
Wi-Fi devices is possible (the accuracy rate of identification spanning 44%-50%). And [13] used
the SDR platform to perform RF fingerprint extraction on ZigBee devices. The main extracted
features are differential constellation trace figure (DCTF), carrier frequency offset (CFO),
modulation offset, and I-Q offset. The paper says that the features remain stable over a long time.
That is to say, these features can be long-lasting and difficult to change, so this phenomenon can
be effectively regarded as a feature of the device. The power spectral density coefficients used in
[14] that considered as a signal feature. The conclusion of the paper points out that the accuracy
rate of identification is closely related to the receiver, and the high-end receivers will have better
results. In addition, The power spectral density coefficients as the signal characteristic and
analyzed the effect of SNR on the accuracy rate of identification in [10]. The paper pointed out
that RF fingerprint would be related to the receiver used that may affect the accuracy rate of
identification. At last, [15] used PSD as RF fingerprint for device identification, but the paper
also explores the different distances between Tx and Rx and the effects of line-of-sight and non-
line-of-sight on identification. The conclusion is that the identification performance will be
worsened due to the increase of the distance, the main reason is the influence of multipath
channel. While [16], [17] and [18] focus on the calculation of CFOs using a combination with
different preambles.

2.3. Machine Learning

To put it simply, machine learning is defined an objective function about data. Then, when
learning by the algorithm of the training model on the machine, the function is continuously
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optimized during the training process to achieve the objective function and improve the
performance of the algorithm. The reason why machine learning will be used is mainly because
some data cannot be discriminated and classified manually. It can rely on automatic learning to
obtain the characteristics of the data. Besides, because of a large amount of data analysis and
statistics, the results have certain reliability. For example, [10] used the Multi-Layer Perceptron
(MLP) neural network for identification. And [13] used the K-means clustering method for
classification. Of course, there are other papers that use different classification models for
analysis based on the purpose of the experiment. It is said that ML is indeed a reliable data
analysis tool widely used.

3. METHOD

3.1. System Architecture

The architecture of the RF fingerprint system is shown in Figure 3:
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Figure 3. The architecture of the RF fingerprint system

We used the USRP B210 Software Defined Radio (SDR) Kit to receive signals transmitted by the
wireless devices at the receiving end. After extracting multiple features from the received signal
frames, these features are processed in the Device Identification Module. Finally, the classifier
will give an identification result.

The RF fingerprint system can be used as a stand-alone physical-layer security, or for multi-
factor authentication combined with other layers in the Open System Interconnection (OSI)
model for better security. Additionally, it does not require additional feature extraction hardware.
This allows the system can be built at low cost but robust.

3.2. Feature Extracting

According to the IEEE 802 standard, 802.11a/g uses Orthogonal Frequency-Division
Multiplexing (OFDM) technology as a modulation technology for Wireless LAN (WLAN)
systems [17]. This paper takes 802.11a/g as an example to further explore the results of RF
fingerprint and device identification generated by related equipment.
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The frame structure of the IEEE 802.11a/g standard is shown in the following figure 4:
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Figure 4. The frame structure of the IEEE 802.11a/g standard

Gl refers to the guard interval, the function is to avoid interference between different blocks. The
preamble is divided into two parts: STSP is Short Training Sequence Preamble and LTSP is Long
Training Sequence Preamble [17]. The function of the preamble is to enable the receiving end to
detect the starting position of the frame from the received signal, thereby deciphering the data
bits.

The state of the received signal is related to the extracted features. We extracted features from
modulation-based received signals and transient-based received signals, respectively. The
detailed feature extraction method will be explained in the following.

3.2.1. Modulation-Based

First, we extracted the features from the received frequency-domain signal. If the up-conversion
of the signal in transmitter (Tx) and the down-conversion of the signal in receiver (RX) are
inconsistent, in other words, the carrier frequency is not synchronized, it will cause carrier
frequency offset (CFO). And then that will cause Inter-Carrier Interference (ICI) effect, which
affects the performance of the OFDM system. If the sampling rate between the RF front ends of
Tx and Rx is not synchronized, the sampling frequency offset (SFO) is caused.

The CFO is usually calculated and compensated by the symbols of STSP and LTSP to help the
system to synchronize. If the system cannot achieve synchronization, the received signal may not
be demodulated subsequently. Because the signal may be affected by multipath effect or delay

during transmission, S1 and Sz are susceptible to interference from the delayed signal. Therefore,
it is not recommended to include S1 and S2 in the calculation to estimate a better compensation.

Regarding the calculation method of CFO, this paper uses the Moose algorithm [19] to calculate
the principle based on the periodicity of the training sequence. In the 802.11a/g system, the STSP

symbol with two adjacent length is N the relationship between the n-th sample of the previous

group and the (n+Nt )-th sample of the latter group in the time domain and the frequency
domain. As shown in the following formula, where the CFO is represented by ¢

j2aNie pr
yln+ N =ylnle ¥ —Y[n+ N]=Y[n]e®" (1)

So the CFO estimated in the frequency domain
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Although the CFO has been calculated and compensated in the receiver, in order to obtain a more
accurate CFO, we will calculate the residual CFO by LTSP. Then combined the two to estimate
the CFO of the OFDM system. In addition, CFO may be time-varying, so it must be tracked
continuously.

As for the calculation of SFO, it is estimated at the receiving end by using the sliding window
method [20] to find the beginning of the data symbol, which is expressed mathematically as

—148
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Where /sFo is the cost function of the estimated SFO, J¢ro = |y[n +i] — y[n + N + i]|.

The amplitude and the phase imbalances are represented by A and ¢, respectively. The outputs of
the in-phase and the quadrature paths are denoted as y; (t) and yq (£), respectively. If y(t) is the
ideal reception signal, the received signal affected by 1-Q Imbalance is

90 = 31 (0 + 7o (©)
= R.{y(0)} + jLn{Ae (1)) 4)

If implemented it in SDR, the in-phase and quadrature signals of the baseband are sent to the
computer for calculation. Ideally, the in-phase and quadrature are y;(t) = cos(wgt) and

Yo (t) = sin(wyt) respectively. Where w, is the baseband signal. After the RF signal is down-
converted to the baseband, the baseband signal affected by 1-Q Imbalance [21] is

y;(t) = a cos(wyt) + ﬁ;ﬁ
Yo () = sin(wot + @) + By 5)

Where @ = 1/4 and nd ¢ are the amplitude and phase errors caused by the aforementioned I-Q

Imbalance. ﬁ; and )S'Q are the DC bias of the residual in-phase and the quadrature path after
down-converting, respectively. After deducting the corresponding DC bias estimator from the in-
phase and the quadrature signal, then substituting by
sin(wgt + @) = sin(wgt) cos(e) + cos(wyt)sin(p) , the baseband signal has the
following matrix form

yi1(6) [ ]y;(t)
o ()] Lsin(e) 605(95') (®) (6)

The amplitude offset a and the phase offset ¢ can be calculated as follows

2
a
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2
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In summary, the features that we extracted from modulation-based signal are CFO, SFO,
amplitude offset, and phase offset.

3.2.2. Transient-Based

We also extract the LTSP from the received time-domain signal, and then calculate the power
spectral density (PSD) after Fast Fourier Transform (FFT) and take nature log of these data [22].
We regard Logarithmic PSD as an RF fingerprint. Assuming LTSP is x(m), after 64-FFT
conversion, X (k) is k-th discrete Fourier coefficient of signal x(m) that can be obtained as
follows

64
1 2mj
X(k) = ol z x(m)exp [ ;U (m—-1)(k — 1)]
m=1

6
9)
Then, we can calculate the Logarithmic PSD as the following mathematical formula
Y(k) =10 -logio|X(k)|? (10)

3.3. Classifier

In the software library, there is a tree-based tool called XGBoost [23]. It is a powerful classifier
formed by assembling many decision tree models, supported in many programming languages
and operating systems. Besides, it uses a number of ways to prevent overfitting when classifying,
and supporting parallel computing [24]. Therefore, it is widely used in various fields, such as
research competition and industry.

3.4. Evaluation

In order to verify the performance of the RF fingerprint system, we must rely on a reliable
method for data analysis. As for how to evaluate the performance of the trained classification
model, it is generally used as a performance index with verification indexes. According to our
experiments, the main purpose is device identification. Therefore, we used classification metrics
as our performance evaluation. Classification can be divided into binary case and multiclass case.
The confusion matrix [25] is a table that is often used to show the performance of a classifier on a
set of validate data for predicted results. Finally, we can calculate the performance index from the
confusion matrix. The performance index we used is the accuracy rate, which represents the
proportion of data that our classifier can correctly classify.

3.5. Experiments Setup

In the experimental process, we have prepared two computers, a wireless access point (AP) and a
receiver. One of the computers will be connected to the Wi-Fi device, then transmitting signals
after associating to the AP, which was regarded as the transmitting end. The other computer was
connected to the receiver USRP B210 as the SDR platform. After receiving the signal, the SDR
platform can extract RF fingerprint by the algorithm such as carrier frequency offset (CFO),
sampling frequency offset (SFO), amplitude offset, phase offset, and power spectral density
(PSD) from the signal frame.
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In order to verify the feasibility of device identification by RF fingerprint, we carried out
experiments with 9 Wi-Fi devices, including three brands: ASUS, Panda, and TOTO-Link, each
of which contains 3 devices of the same model. We collected similar numbers of features and
designed three types of experiments to identify devices by XGBoost. The detailed description of
the experiments are as follows:

4.

Experiment A: To verify that different brands of Wi-Fi devices will produce different RF
fingerprint. We obtained data by transmitting and receiving pairings between 9 Wi-Fi
devices and a fixed Rx. We trained the multiclass classification model to try to classify and
observe whether 9 pairs can be effectively classified.

Experiment B: To probe if PSD can be considered as an RF fingerprint or not. We selected
one of the wireless devices of three different brands, and extracted the PSD value of LTSP
from each received signal frame. Then these data we were classified by training the
multiclass classification model to analyze the identification performance.

Experiment C: Increasing Rxs as a variation factor and testing whether different Rx would
affect RF fingerprint. We obtained data from 9 Wi-Fi devices corresponding to 3 different
Rxs. We tried to explore if RF fingerprint received by different Rxs is similar or not. For
example, if we used the 9 sets of paired data transmitted and received by Rx #1 to train the
multiclass classification model, 9 pairs of paired data of Rx #2 or Rx #3 can be classified or
not.

EXPERIMENT AND RESULT

The experimental process is shown in Figure 5. After continuously collecting tens of thousands of

data
were

included five kinds of features in the shielding box and the SNR is about 20dB, the features
input into the classifier for classification and identification. We used XGBoost as classifier,

the two main parameters are the depth and the n_estimators of Decision Tree, with values of 3
and 300, respectively. The experimental results were showed in following subsections.

4.1. Experiment A
Table 1. Confusion matrix
Al A2 A3 P1 P2 P3 T1 T2 T3
Al 1720 1 0 0 0 0 0 0 0
A2 1 1653 0 0 0 0 0 0 0
A3 0 0 1498 0 0 0 0 0 0
P1 0 0 0 2214 0 0 0 0 0
P2 0 0 0 0 2304 0 0 0 0
P3 0 0 0 1 0 2117 0 0 0
T1 0 0 0 0 0 0 2428 0 0
T2 0 0 0 0 0 0 0 2306 1
T3 0 0 0 0 0 0 0 1 1488
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Figure 5. Experimental process

In experiment A, in order to verify that different brands of Wi-Fi devices will produce different
RF fingerprint, we obtained features by transmitting and receiving pairings between 9 Wi-Fi
devices and a fixed receiver in the shielding box. After confirming that settings were ready, we
could start experimenting. Totally we gathered 177,253 samples. 90% of the samples were used
for training the multiclass classification model, and 10% of the samples were used for
verification. After training and testing, we could get the accuracy rate of identification is 99.97%
(Table 1). This shows that we can effectively classify RF fingerprint caused by different
transmitters.

4.2. Experiment B

In experiment B, we did an experiment with power spectral density (PSD) to probe if PSD can be
considered as an RF fingerprint. We selected one of the wireless devices of three different brands.
After the PSD values of the LTSP in each received signal frame were extracted through the above
experimental process. The drawing of datasets was as shown in Figure 6.
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Figure 6. The PSD caused by different Wi-Fi devices
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From the results, we found that the three PSDs were significantly different under the same
experimental conditions. Therefore, PSD does have the opportunity to be considered an RF
fingerprint.

Next, under the same process and conditions, we performed PSD experiments on 9 Wi-Fi
wireless devices. The datasets were classified using a classifier to analyze the identification
performance. The results are as Table 2:

Table 2. Confusion matrix

Al A2 A3 P1 P2 P3 T1 T2 T3
Al 1713 8 0 0 0 0 0 0 0
A2 0 1653 0 0 0 0 0 0 0
A3 0 0 1498 0 0 0 0 0 0
P1 0 0 0 2214 0 0 0 0 0
P2 0 0 0 0 2304 0 0 0 0
P3 0 0 0 1 0 2117 0 0 0
T1 0 0 0 0 0 0 2428 0 0
T2 0 0 0 0 0 0 0 2307 0
T3 0 0 0 0 0 0 0 1 1488

The accuracy rate of identification is 99.94%. According to the results, if PSD was only used as
an RF fingerprint, it could be performed effectively to device identification.

4.3. Experiment C

In experiment C, in order to further verify if different Rx is one of the factors affecting pairing
RF fingerprint, we increased the Rx as a variation factor and testing whether different Rx would
affect RF fingerprint. We obtained features after transmitting and receiving pairs of 9 Wi-Fi
devices and 3 Rxs of the same brand and the same model. Totally we gathered 503,227 samples.
90% of the samples were used for training the multiclass classification model, and 10% of the
samples were used for verification. Then we fellow the two steps below to gradually confirm the
experimental goal.

First, we need to evaluate the accuracy rate of the model that trained by the dataset received by a
certain RX. So we trained the datasets received by the 3 Rxs respectively and Table 3 showed the
results.

Table 3. Performance of the device identification

The accuracy rate of identification
Rx #1 \ Dataset #1 \ Model #1 99.97%
Rx #2 \ Dataset #2 \ Model #2 99.97%
Rx #3 \ Dataset #3 \ Model #3 99.95%

Second, we used datasets collected from different receivers to validate the models' performance.
For example, we used the dataset received by Rx #1, and let it to train the multiclass
classification model. In step one, we could get the accuracy of identification from Dataset #1 to
Model #1 is 99.97%. But when we validate the classifier with the dataset from Rx #2 and Rx #3,
the accuracy rate of identification significant drop off to 69.17% and 36.78%, respectively.
Therefore, the fingerprint model training with dataset form Rx #1 could not effectively identify
the samples from Rx #2 or Rx #3. It could be seen that samples from different Rx did affect RF
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fingerprint model. The same conclusion was obtained when the same experiment was repeated
for Rx #2 and Rx #3. All performances of the device identification were organized in Table 4

Table 4. Performance of the device identification

Dataset #1 \ Rx #1 Dataset #2 \ Rx #2 Dataset #3 \ Rx #3
Model #1 \ Dataset #1 99.97% 69.17% 36.78%
Model #2 \ Dataset #2 59.97% 99.97% 71.04%
Model #3 \ Dataset #3 59.91% 74.19% 99.95%

Based on the results, we found that for the same Tx, RF fingerprint with different Rx generating
pairs were significantly different. The conclusion is that the existence of RF fingerprint is relative
to Tx and Rx.

Parameter comparison in the confusion matrix can be referred to Table 5

Table 5. Parameter Comparison Table

Al : ASUS #1 T1:TOTO-Link #1
A2 : ASUS #2 T2: TOTO-Link #2
A3 : ASUS #3 T3:TOTO-Link #3
P1 : Panda #1 Rx1 : Receiver #1
P2 : Panda #2 Rx2 : Receiver #2
P3 : Panda #3 Rx3 : Receiver #3

5. CONCLUSION

In this paper, we introduced the concept about RF fingerprint, and then analyze and did
experiments to discuss the feasibility of using RF fingerprint for device identification in the 10T
network. We implemented a low-cost SDR platform to measure RF signals transmitted by Wi-Fi
devices, and extracted RF fingerprint from signals. Then we used these features to distinguish 9
transmitters with machine learning model as classifier. The accuracy rate of identification is
99.97%. Besides, we use only power spectral density as an RF fingerprint to identify wireless
devices. The accuracy rate of identification is 99.94%. Finally, we regarded the receiver as a
factor affecting the RF fingerprint, and explored whether the RF fingerprint received by one
receiver can be used and compared to another receiver. The results showed that RF fingerprint is
relative to transmitter and receiver. It indicates that the RF fingerprint cannot be directly shared
between different receivers. By developing RF fingerprint system in physical layer, if the security
mechanism of other layers in the OSI model are combined, the information security of the user
can be effectively improved. In the future, we will continue to study the transferability of the
receiver, and try to resolve the relativity of RF fingerprint existed in the transmitter and receiver
to make the RF fingerprint system more widely applicable to the deployment in actual scenes.
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