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ABSTRACT 
 
This article introduces a model for cloud-aware enterprise governance with a focus on its 

semantic aspects. It considers the need for Business-IT/OT and Governance-Security 

alignments. The proposed model suggests the usage of ontologies as specific tools to address the 

governance of each IT/OT environment in a holistic way. The concrete utilization of ISO and 

NIST standards allows to correctly structure the ontological model: in fact, by using these well-

known international standards it is possible to significantly reduce terminological and 

conceptual inconsistencies already in the design phase of the ontology. This also brings a 

considerable advantage in the operational management phase of the company certifications, 

congruently aligned with the knowledge structured in this manner. The semantic support within 

the model suggests further possible applications in different departments of the company, with 

the aim of evaluating and managing projects in an optimal way, integrating different but 
important points of view of stakeholders. 

 

KEYWORDS 
 
Cloud, Enterprise, Governance, Information management, Ontology, Semantic systems  

  

1. INTRODUCTION 
 
For most organisations, data and the technology that supports this data represent their most 

precious assets but also most underestimated. Information Technology (IT) is on the whole 

considered as an utility of a corporation [5] and its inherent intricacy requests the introduction of 

assorted assessment, management, and governance models and therefore led to the explosive 
growth of the discipline of information systems (IS) research throughout the last thirty years [28]. 

Such models aim to be each typically applicable and capable to handle specific corporate issues, 

e.g., cloud manufacturing-based product life cycle management [27]. The requirement for 
assurance regarding the worth of IT, the management of IT-related risks and augmented needs for 

management over data are currently considered strategic and creation of value possible through 

their alignment [32]. Value, risk and management are at the heart of IT governance, whose 

responsibility lies with both management and the board of directors, and consists of leadership, 
organisational structures and processes that ensure that the company’s IT supports and extends 

the organisation’s strategies and objectives . 

 
The increasing complexity of IT is linked to a twofold aspect: on the one hand, IT becomes 

increasingly pervasive within companies, embracing both their core business and staff services, 

and on the other hand, the way in which IT services are delivered becomes increasingly intricate 
and difficult to manage (just think of the gradual transition from on-premise software to that 
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provided in the cloud, which in turn can be IaaS, PaaS, Saas and so on). Therefore, meeting the 
increasingly restrictive demands coming from the various business areas is challenging and will 

affect the time needed to deliver the services (for example, to verify the security according to 

corporate policies) and the costs related to them (the assessment of which becomes increasingly 

difficult). 
 

For instance, to address queries associated with price and scaling capability, several organisations 

are considering driving their IT from resource-based approach to service-based approach, with 
the flexibility to scale the IT capability up and down as requested, that is a cloud based 

computing approach. Starting with the concept of economies of scale, the sharing of converging 

resources and infrastructures is at the heart of the concept of cloud computing. In order to obtain 
a shared but secure environment it is necessary to apply a correct governance strategy based on a 

model capable of taking into account the increasingly numerous forms through which cloud 

services are provided, in full respect of the needs of stakeholders, customer contracts and 

regulatory, legal and privacy aspects, perhaps unifying IT management and governance models 
[3]. 

 

This poses specific challenges on enterprise information systems. To enhance interoperability 
among all enterprise stakeholder and in order to avoid any misunderstanding, it is needed to be 

very careful at the semantic level to get clear red from company level right down to technical 

level and to provide clear objectives. For these reasons, our work explores the possibilities related 
to the creation and improvement of a domain ontology building methodology whose aim is to 

bright words and terminologies used among enterprises employees and information systems. 

 

The remainder of the work is structured as follows: we summarise background and state of the art 
in Section 2 and Section 3 respectively, than we illustrate our methodology, an use case and some 

considerations in Section 4, finally we outline conclusion and future work in Section 5. 

 

2. BACKGROUND 

 
The cloud paradigm is progressively transforming into a mainstream paradigm and is considered 
as a serious subject of analysis in computer science. As a result, “cloud computing” is becoming 

a watchword within the company. The recognition of digital devices therefore the current use of 

the web translates into an ever-increasing demand for cloud computing. Cloud computing allows 
huge economies of scale in IT service delivery, but together it faces a variety of challenges. 

Benefits that are primarily related to it include rapid deployment, pay-per-use, lower prices, 

scalability, rapid provisioning, fast elasticity, ubiquitous network access, increased resiliency, 
protection against network attacks, low-cost disaster recovery and data storage solutions, on-

demand security checks, real-time detection of system intrusions and rapid restart of services. 

Therefore, the move to cloud services makes users more efficient, facilitates collaboration with 

their colleagues, and provides continuous access to alternative digital services [19]. However, 
cloud applications, like all alternative technologies, face several sensitive issues related to the 

risks they introduce into the business [36]. 

 
For example, moving information to the cloud while offering great convenience for users because 

they do not have to worry about the complexity of direct management of storage infrastructure 

hardware [33], the Data Storage as a Service (DSaaS)  introduces many challenges to information 

security (e.g. CIA) that should be addressed, and historically, information security issues are the 
domain of IT governance. 
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Although cloud services share infrastructures to produce compliant and guaranteed IT services, 
IT governance is required to ensure: 

 

– governance framework setting and maintenance; 

– benefits delivery; 
– risk optimisation; – resource optimisation; – stakeholder engagement. 

 

In order to meet these IT governance requirements in a cloud-based environment, it is always 
necessary to provide a complete asset inventory of all objects from completely different business 

departments, and related to your technology (servers, software, switches, etc..), your 

infrastructure (rooms, buildings, racks, air conditioning systems, power supply units, etc..), and 
your organisation (service level agreements, contracts, data, suppliers, people, roles and 

responsibilities, organisational units, etc..), and their relationships and inter dependencies. 

 

Within the space of analysis of data systems and also in management science it is a typical 
approach to try to identify a model that correctly represents a specific problem and then use the 

model in order to produce relevant recommendations. A model that aspires to capture the 

complexity of contemporary computing and data management should apply a holistic view and at 
the same time build on existing best practices within specific areas (e.g., economic, legal, 

political and technological), and should therefore address these aspects: 

 
– a medium-sized organisation generally has thousands of technical and infrastructural 

objects to inventory; 

– the model should be able to offer data regarding the possession of objects, also 

considering possible interrelationships (e.g. the information element X is a component of 
document Y which is maintained by department Z); 

– the model should jointly offer information regarding regulatory compliance and therefore 

think of a multifaceted reading (for example, regulatory needs could rely on the legal 
entity of the service provider and/or the location of a specific infrastructure element, the 

characteristics and/or possession of the information element). 

 

3. STATE OF THE ART 
 
This section presents the required definitions and concepts in the areas of cloud governance and 

enterprise architecture management. 

 

3.1. Cloud Governance 
 

Cloud governance is a natural extension of IT governance [25], but to date there are mainly two 
approaches used by the industry to manage cloud services. The first considers cloud providers as 

common service providers aiming to manage them with typical approaches adopted for non-cloud 

service providers. This approach involves that part of the industry expects these cloud providers 
to acquire the role of globally reliable mediators for the type of service provided, as ascertained 

by [21]. This implies an increasing demand for specific certifications (e.g. ISO 9001, ISO 27001) 

as a guarantee of quality and security for the services offered. The second approach instead, more 

pointed towards internal management, aims to enhance IT governance by making it ”cloud-
aware”, shifting the focus towards the adoption of IT governance frameworks, such as ITIL and 

COBIT, that are sufficiently updated to keep taking into account the disruption of the cloud world 

and that can act as a gateway to its better integration within the corporate world. 
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3.2. Enterprise Architecture Management 
 

Enterprise Architecture Management (or EAM) is a “management practice that establishes, 

maintains and uses a coherent set of guidelines, architecture principles and governance regimes 
that provide direction and practical help in the design and development of an enterprise’s 

architecture to achieve its vision and strategy” [1] so it aims to model all relevant components of 

a corporation and their relationships with many objectives. 
 

The use of a holistic model that includes IT governance and cloud aware EAM methods leads to 

some advantages: 

 
– organisations can have compelled to maintain a distinctive inventory and a rule set to 

confirm compliance with several normative and standard requirements; 

– it is a viable and simple way to establish strong and resilient cloud governance; 
– greater focus on corporate goal that reduces the conflict among heterogeneous 

stakeholder teams because the right formalisation guarantees traceable and repeatable 

results, facilitating the division of labour among the stakeholder teams [13] [14]. 
 

On the other hand, a “model” approach also has disadvantages: 

 

– it depicts the enterprise architecture as a snapshot in time, not offering reiterative process 
support for future architecture solutions and tests against different scenarios; 

– it is prohibitively time-intensive to keep updated and leaves too much room for error as 

changes to the architecture occur unchecked and isolated in the heads of small groups of 
architecture specialists. 

 

To bring the highly distributed knowledge of the contributing stakeholders should be a main 
objective of EAM. For this reason, successful enterprise architecture programs are approached 

from a management perspective as opposed to a modelling perspective, and planning tools should 

support not only the modelling of architecture, but also the creation of roll-out and 

implementation plans for continuous improvement over time. In this way is possible the support 
of collaboration in a wide group of stakeholders from both business and IT (C-level, IT 

strategists, planning teams, technology implementer and business analysts) who contribute to the 

EA management and planning process. In this way EAM will support sustainable business 
strategy realisation. 

 

4. A NOVEL DOMAIN ONTOLOGY BUILDING METHODOLOGY 
 

Our methodology tries to sketch the optimal way to ensure the best possible solution to domain 
ontology building problem. Despite several methods are improving their capabilities to find and 

describe with enough generality high level domain concepts, building the so-called upper 

ontologies (e.g. SUMO, BFO, CCO and so on), there is a void we need to fill in to overcome 
limitations left behind (or below from the point of view of an ontologist). The main reason is that 

the ontology building problem, whatever you say, is a domain and specific problem that arise 

from the bottom, from the need to give an answer to a question in your specific research field 

and, in that moment, it shows itself like an instrument. An ontology is firstly useful when it is 
able to clearly define a common vocabulary for researcher who need to share information in a 

specific domain. Secondly, it includes machine-interpretable definitions of basic concepts in the 

domain and relations among them [18]. Nonetheless, there are always several viable alternatives 
to model a domain, but the specific implemented method is too often left apart and only the final 

ontology is shown. The development of an ontology can be divided in 7 steps [18]: 
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1. determine the domain and scope of the ontology; 
2. consider reusing existing ontologies; 

3. enumerate important terms in the ontology; 

4. define the classes and the class hierarchy; 

5. define the properties of classes - slots; 
6. define the facets of the slots; 

7. create instances.  

 
Our methodology suggests some practical hints about these steps. First and foremost, the 

brainstorming activity around the first step is not trivial. Great importance should be done to the 

definition of the limits of you work to avoid any bias towards sub fields of your domain which 
are not the focus you had in mind at the beginning. The same approach should be applied looking 

into existing ontologies: the reuse can be more useful if you are able to extract concepts and 

terms from .owl files and understand if a smarter way to use them is possible. A chance not 

considered until now and proposed by us consists in leveraging something existing to enumerate 
important terms in the ontology: ISO always defines terms and definitions vocabularies across its 

operating domains, although as we will see, some incongruities must be fix. ISO vocabularies 

give us an important advantage through the path of the ontology development: they avoid to us to 
forget the overview out of our domain (so we will be ready to create links and bridges to the 

external domains) and strengthen the initial audit activity needed to enumerate terms. Left apart 

step 7, that is mostly practical, step 4 to 6 are really intertwined. In out method we suggest a 
multi-dictionary approach to get out of them: that we name “Ontological Research” consists in a 

research activity through ISO, NIST and Cambridge Dictionary. On the one hand, it is possible to 

extract a technical meaning from standards and understand where and why they want to go, but it 

is on your own to refine their meanings and put them in the correct way. The main problem using 
only technical standards is due to their circular definition: they usually define something referring 

themselves to something else and so on, until you are at the beginning again. On the other hand, it 

is possible to extract a semantic meaning from Cambridge Dictionary to mix and match what 
standards say, trying to solve their circularity. To build a working ontology, the knowledge 

engineer must understand where is needed to stop circularity and find the best elementary 

definition: it is true that this could be extremely subjective, however standards and vocabularies 

can lead you and help you through the path. It follows an illustrative figure of our methodology 
in Figure 1. 

 

 
 

Figure 1. Overview of our methodology 

 

4.1. Use Case: Information Security Domain ontology 
 

We decided to focus our work on the Information Security domain, leveraging the terms and 

definition from ISO/IEC 27000:2018. Because of the novelty of the method, we decided to avoid 
the reuse of any existing ontology to test thoroughly the possibilities of our method. We have 

identified “Process” as high-level concept and decided to build a class around it. ISO/IEC 

27000:2018 (and also NISTIR 8053) defines a process as a “set of interrelated or interacting 

activities which transforms inputs into outputs”: for this reason we decided to include two related 
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operations, receivesInput() and providesOutput() functions. After that, we have move on the 
“Activity” concept: ISO/IEC/IEEE 15288:2015 defines an activity as a “set of cohesive tasks of a 

process” so we were addressed to find out the meaning of the “Task” concept. Here several 

drawbacks arose because there are at least three conflicting definitions as follows: 

 
– ISO/IEC/IEEE 15288:2015 states that a task is “required, recommended, or permissible 

action, intended to contribute to the achievement of one or more outcomes of a process”; 

– ISO 9241-11:2018 states that a task is “set of activities undertaken in order to achieve a 
specific goal”; 

– NIST SP 800-181 states that “a task is a specific piece of work that, combined with other 

identified tasks, composes the work in a specific specialty area or work role”. 
 

Which ones could be acceptable? Why? As highlighted in Figure 2 there were several problems 

to solve, so we started analysing “Task” definitions one by one: 

 

 
 

Figure 2. UML-based representation of “Process” class creation 
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– ISO/IEC/IEEE 15288:2015 leverages the concept of “Action” and speaks about the 
“Outcome” of a process (is it the same of “output” indicated by ISO/IEC 27000:2018?). 

Unfortunately, we did not find any standards that define the concept of “Action”. But 

Cambridge Dictionary does: it defines the concept of “Action” as “the process of doing 

something, especially when dealing with a problem or difficulty”. This suggested us to 
overcome this standard definition of “Task” in order to avoid circularity; 

– ISO 9241-11:2018 creates circularity, using the already defined “Activity” concept, so 

we decide to overcome this definition also (but what is a “goal”?); 
– NIST SP 800-181 gives us an enough atomic definition of the concept of “Task”, 

identifying it as “a specific piece of work”. Here, the boundaries of our ontology impose 

us not to go deeper to avoid any lack of focus on the main topic that is “Information 
Security”. 

 

Nonetheless, the concept of “Action” defined by ISO/IEC/IEEE 15288:2015 inspired us to search 

for “Outcome” concept. Our first thought was related to the same concept of “Process”: its ISO 
definition assumes quantitative characteristic, promoting an ungluing from the industrial logic 

where processes are used to “create value” and not only more objects. Standards don’t define 

“Output”, “Outcome”, “Result” and “Effect” so we used Cambridge Dictionary: 
 

– output is “an amount of something produced by a person, machine, factory, country, 

etc...” and this confirmed our first thought was not so wrong; 
– outcome is “a result or effect of an action, situation, event, etc...”;  

– result is “something that happens or exists because of something else”;  

– effect is “the result of a particular influence”. 

 
And then we also searched for “Goal” and surprisingly we found it in NISTIR 8040 – ISO 9241-

11:2018 defined as “intended outcome”. Clearly, it was something missing. To promote the 

“Process” to a qualitative characteristic we decided to significantly change one of its operation: 
providesOutput() became deliversResults(). The semantic agreement among all the others 

concept was found also adding these definitions: 

 

– Cambridge Dictionary states the a “situation” is “the set of things that are happening and 
the conditions that exist at a particular time and place”; 

– ISO Guide 73:2009 states that an “event” is an “occurrence or change of a particular set 

of circumstances”. 
 

Subsequently we decide to treat “Action”, “Situation” and “Event” as object of type “Process”, 

“Effect” as object of type “Result”. The last problem was about “Outcome”. Analysing one of the 
notes attached to the definition of “Event” we were directed through a possible solution: it states 

that “An event without consequences can also be referred to as [...]”. Because of the note we have 

considered a “consequence” like something with negative connotation although the definition of 

“Consequence” on ISO/IEC 15026 as “effect (change or non-change), usually associated with an 
event or condition or with the system and usually allowed, facilitated, cause, prevented, changed, 

or contributed to by the event, condition, or system” could be considered neutral, while 

“Outcome” (linked to “Goal” also) like something with positive connotation. Hence, we added 
two operations to our “Result” class, “hasOutcome” and “hasConsequence”, inherited by that 

particular “Result-object” that is “Effect”. A sorted “Process” class is represented in Figure 3. 
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Figure 3. UML-based representation of Process class and related Action-object 

 

4.2. Considerations Over Modern EAM Challenges 
 

In proposing such a model of governance, we have to face several challenges that we could 

summarise as follows: 
 

1. reduction of the points of view; 

2. partiality of the points of view; 
3. integration of the EAM within the processes. 

 

The first problem is the identification of points of view that we could consider relevant and that 

are usually related to stakeholders. But in doing so, we risk excessively narrowing the field of 
vision: in fact, it is necessary to take into account the points of view of the application situations 

on which we plan to map the model. This step is fundamental in order to balance the reduced 

capacity of stakeholders to precisely outline their needs and use cases: this limit is often one of 
the main reasons behind the failure of a business project. Application situations have a direct 

impact on the layers needed to build the EAM model, its inter dependencies and the level of 

granularity of its requirements. For example, if we were to focus on a ”business” perspective, 

within a model we would certainly find structural objectives, processes and IT elements, but the 
granularity with which the latter would be defined would certainly be inadequate when we would 

be from an ”IT” perspective, more focused on the analysis of hardware/software systems and 

their performance. And even more, this limit would tend to emerge if we put ourselves from an 
“Information Security” perspective, so that the elements at stake must guarantee certain levels of 

confidentiality, integrity and confidentiality. Therefore, the identification of relevant points of 

view and their objectives is a precondition for the correct definition of the desired elements, 
interrelationships and granularity. 

 

Secondly, care must be taken not to consider only part of the perspectives mentioned above. In 

fact, what happens in the real world in an ascertained way is due to ”historical” reasons that lead 
companies to partial problem-solving (think, for example, of the necessary integration of legacy 

tools within processes that are the subject of the Information Security perspective). In such cases, 

the challenge for companies is to be able to link these systems together in a coherent way to the 
perspective considered in order to make them easily manageable. 

 

The third point to consider in order to maintain a consistent EA is to ensure that it is integrated 
into relevant processes such as change management and the tools needed to manage the data of 

the same. It may seem trivial, but hold-up or lock-in effects due to the pre-existing (or 

proprietary) tools perfectly run within the company routines are common and can inhibit the 
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acceptance of new tools and approaches proposed. If the degree of acceptance of what is new is 
low for this, then the full achievement of the benefits proposed by the new EAM will fail. In 

particular, the migration of data from legacy tools to new ones often leads to inconsistencies, 

losses or contradictions, all the greater as the different elements, interrelations and granularity at 

stake from different perspectives are different. Solving these types of problems requires a very 
significant effort in terms of human resources. But using semantic tools it is possible, while 

confining each perspective only to the data relevant to it, to avoid information overflow and to be 

able to make more informed decisions, also improving access control both for the analysis of the 
functions and for the editing of the data. 

 

In the following, a novel way to manage EA models is introduced. It aims to overcome the 
restrictions mentioned using semantic technologies. The ontologizing of The Enterprise Ontology 

can help to redefine “the notion of architecting” as stated in [16]: 

 

“In the context of high levels of complexity and uncertainty, the notion of causality often breaks 
down. Often, one can only assume that everything is in relationship with everything else. 

Consequently, understanding the ramifications of changes such as disruptive technologies and 

new architecture models (i.e. cloud computing, outsourcing) is often almost impossible. New 
resources such as contextual data of customers will have to be used effectively to gain a 

competitive edge. To face such challenges, the notion of architecting will surely have to be 

redefined.”. 
 

The following conceptual model tries to overcome the above restrictions and is based on a matrix 

containing six horizontal and three vertical layers (see Figure 4). 

 
The six horizontal layers are: 

 

1. Business Level 
2. Integration Level 

3. Core Level 

4. Staff Level 

5. Infrastructure Level 
6. IT/OT Level 

 

The three vertical levels are: 
 

1. Information Security 

2. Computer and System Security 
3. Network and Physical Security 

 

Horizontal layers provide the general paradigm of alignment between company and IT/OT 

ensuring consistency between business objectives, operations and IT infrastructure. The vertical 
layers provide the general paradigm of alignment between security, compliance and governance 

from the point of view of information objects and specific requirements, thus roles and 

responsibilities. Below is an overview of the main aspects of the model, which will form the basis 
for the elaboration of the semantic aspects of the model, which will be presented in the next 

section. 
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Figure 4. Overview of the EAM model 

 

4.2.1. The Paradigm of Business-IT/OT Alignment 

 
The paradigm of alignment between Business and IT/OT is implemented in six horizontal levels. 

 

1. Business Level. 
 

It defines the company’s global focus, including its mission and strategy, as well as its business 

model. 

 
2. Integration Level. 

 

It defines the final products to be presented on the market at regional level (EMEA, APAC, 
etc...), interfacing with the Core Level (of which it defines internal contracts and service levels) 

and orienting its efforts in order to respond to the needs traced by the Business Level. 

 

3. Core Level. 
 

It deals with the coordination of the Core Departments, which are the organisational units at the 

heart of the corporate mission and defines the organisational and technical needs. 
 

4. Staff Level. 

 
It provides support to the Core Level, integrating the non-core business functions in a harmonic 

and ready-to-use way. 

 

5. Infrastructure Level. 
 

It allocates the available resources (software, hardware and network from an IT point of view; but 

also buildings, local air conditioning, energy and physical access systems) to the staff units as 
needed (cloud, on premise). 

 

6. IT/OT Level. 
 

It defines the available resources, IT and OT, and manages their organisation (e.g. nodes, type 

and degree of virtualisation, components, connections and barriers). 
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4.2.2. The Paradigm Of Governance-Security Alignment 

 

The Governance-Security alignment is embodied within the three vertical levels. 

1. Information Security Level. 
 

It establishes roles, responsibilities and accountability with regard to data, information and 

requirements like relevancy of standards (e.g. ISO 27001), specific governance necessities, yet as 
business or application-driven necessities (e.g. confidentiality, integrity, availability, reliability, 

dependability). 

 
2. Computer and System Security Level. 

 

It defines security technical needs (user accesses, disk encryption, etc.) on the basis of internal 

necessities and external requests as pointed out by Information Security Level. It evaluates and 
manages cloud computing doable deployment models within the company. 

 

3. Network and Physical Security Level. 
 

It defines the security of the perimeter within which each asset operates on the basis of internal 

necessities and external requests as pointed out by Information Security Level, but can act 
independently if necessary in case of emergency to increase the speed of response. 

 

4.3. Ontologized Eam Model 
 

Ontologies are a means of formally shaping the structure of a [26]. They provide a shared 

understanding of certain domains that can be communicated between people and application 
systems [8]. Ontologies aim to determine “semantic agreements”, reducing language ambiguity 

and knowledge variations between agents, which can cause errors, misunderstandings and 

inefficiencies [2]. Given their importance, ontologies are seen as the cornerstone of many 

promising technologies such as, for example, the semantic web and related data, reporting an 
abundant implementation in literature like [9],[22]. The scope of IT/OT service management is 

very far from this trend, although there are several attempts to use ontologies in some areas such 

as the life cycle of cloud services [15], software system development and IT service management 
processes [30], quality of service - security metrics [6], facilitation of operational procedures in 

public administration [24], service management in the Internet of Things [23] or IT service 

management for business-IT integration [31]. 

 

4.3.1. An Ontology-Based Approach 

 

The application of ontologies in the various fields requires careful reflection on the basic 
mappings between the higher ideas and the application cases. Starting from [31] there is an 

ontological approach for the establishment of a scientific technique that allows to implement the 

ontology approach in an extremely easy and well-defined way, thus supporting its use. The 
reference standard related to the development of ontologies is the web ontology Language 

(OWL) defined by the World Wide Web Consortium (W3C). The OWL allows the use of various 

logical formalisms to mechanically process domain information by providing value-added 

reasoning services to classify individuals, verify the consistency of information bases and deduce 
new types of information within the taxonomy. The ontologies outlined under the OWL embrace 

classes as sets of individuals, individuals as examples of classes and properties as binary 

relationships between individuals. Among the different ontological development environments, 
the best known is certainly Protege, an open source program that allows both the development of 
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ontologies and their visualisation, although in the case of complex ontologies it is more 
appropriate to employ specialised tools in visualisation such as OWL-VisMod [10]. The idea of 

representing a collection of terms as enterprise related ontology has been projected over fifteen 

years [29] and there are timid attempts to represent corporate governance in semantic ways, 

particularly in the fields of information security [7] and IT governance [4], hence the application 
of enterprise design governance in public administration [20]. Of explicit interest is that the 

pioneering work of [34] in the field of compliance management, which fits well as a starting 

point for reflection within the modelling of the Information Security Level. The ontology 
introduced is based on what is available at the state of the art and seeks to improve and combine 

it into a single coherent and global ontology for the EAM, extending a number of approaches 

presented in [34] following an approach supported by [31] and drawing on [17]. An extract of the 
ontology is shown in Figure 5. 

 

 
 

Figure 5. An extract of the proposed ontology 

 

4.3.2. Verification 

 
The verification of a specific ontology requires two phases: the characterisation of the models of 

ontology up to isomorphism and the indication that these models correspond to the structures 

supposed for the ontology [11]. These two phases are often conducted using approaches such as 
the theory of reducibility [12]. But due to the lack of alternative ontologies based on OWL, it is 

not possible to conduct a test in the sense of phase two at the time of writing. In the first step we 

must demonstrate that a theorem concerning the connection between the classes of ontology 
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models and thus the class of the supposed structures is often replaced by a theorem concerning 
the connection between ontology (a theory) and thus theory by axiomizing the supposed 

structures [11]. This requires that this axiomatization be already identified. Overall, the approach 

of [12], [11] represents a possible way to formally verify ontology, but the lack of alternative 

ontologies makes comparison impossible. For this reason, once we have analysed the most 
common classification approaches within the IT governance domain, we think of the ISO 27001 

standard as sufficiently close for a meaningful comparison, since ISO documents specify roles 

and responsibilities (present in a part of our model) within a certification scheme. 
 

5. CONCLUSIONS AND FUTURE WORKS 
 

The presented model integrates approaches from EAM, IT governance and cloud computing so as 

to produce a holistic governance framework, with a look at the semantic aspects considering 
information and knowledge objects, roles, as well as necessities. It also attributes exactly the 

skills for secure management of cloud environments. The Business-IT/OT alignment builds on 

existing works within the space of EA and extends them by many necessary aspects, detailing 
more clearly the layers of the model and introducing pregnant semantic relationships between 

components of the layers. The aspect of the point of view is considered in more details and the 

integration of the EAM within the processes is deepened, while the governance paradigm follows 
best practices of literature. The latter extends them applying more recent approaches providing an 

additional clear view on the relationships between information objects, roles, and specific 

necessities from the point of view of application domains and client teams. The presented 

semantic consideration provides a viable framework for the facilitation of state-of-the-art 
semantic approaches within the additional development of the model. Provided that previous 

frameworks are modelled using well-known ontologies, this allows authors to formalise the 

model in a very structured manner and to arrange it for future automatic reasoning and future 
ontology verification. 

 

The given model with its paradigms may be a viable approach to fill the gap between the standard 
views of Business – IT/OT alignment and Governance – Security alignment, on the one hand, and 

integrating the not-postponeable revolution of the cloud, on the other hand. Thus, once 

completely developed, it will function as a methodological framework for both cloud-aware 

company and cloud-suppliers, ensuring an improved synergy between requests and offers. 
Yet, the work on the model continues to be in its early stages. The queries of precise mappings 

and reflections between the various levels of the model are still open. Authors expect that a 

nonstop focus on semantic aspects and also the application of semantic methods can give a 
possible path to refine the model in this regard. Beside the work on semantic aspects, more work 

in the context of the model is targeted on 2 main areas. First and foremost, the doable 

relationships and also the degree of granularity ought to be developed from the point of view of 

each relevant perspective. Secondly, the compliance issue must be specified a lot of in-depth and 
to be extended with the potential to produce specific recommendations supported by both 

Business and IT/OT levels (e.g., an amendment request as a part of the change management): 

specific extensions of the approach leveraging COBIT and ITIL frameworks could be considered. 
Finally, the development of a tool based on semantic technologies will follow closely the model 

growth. 
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