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ABSTRACT  

An ad hoc network is a group of wireless mobile hosts that are connected momentarily through 

wireless connections in the dearth of any centralized control or some supporting services. The 

mobile ad hoc network is at risk by its environment because of the vulnerabilities at channel and 

node level. The conventional security mechanisms deals with only protecting resources from 

unauthorized access, but are not capable to safeguard the network from who offer resources.  

Adding trust to the on hand security infrastructures would improvise the security of these 

environments. A trust oriented security framework for adhoc network using ontological 

engineering approach is proposed by modeling ad hoc network, the OLSR (Optimized Link State 

Routing) protocol and trust model as OWL (Ontology Web language) ontologies, which are 

integrated using Jena. In this model, a trustor can calculate its trust about trustee and use the 

calculated trust values to make decisions depending on the context of the application or 

interaction about granting or rejecting it. A number of experiments with a potential 

implementation of suggested framework are performed to validate the characteristics of a trust 

oriented model suggested by the literature by this framework 
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1. INTRODUCTION 

An ad hoc network is a group of wireless mobile hosts that are connected momentarily through 

wireless connections in the dearth of any centralized control or some supporting services. It is 

worth to mention that ad-hoc networks are not an alternative or substitution of the networks with 

infrastructures. Their extent is in the locale where cost, environment, or application constraints 

require self-organized and infrastructure-less solutions [18]. The mobile ad hoc network is at risk 
by its environment and the various vulnerabilities [3] that exist in the mobile ad hoc networks are  

� Channel vulnerability: broadcast wireless channels can cause message eavesdropping and 

injection. 

� Node vulnerability: nodes lack physically protected places, thus susceptible to attacks. 

� Absence of infrastructure: certification/ authentication authorities are missing. 

� Dynamically changing network topology puts security of routing protocols under threat. 

� Power and computational limitations prevent the use of complex encryption algorithms. 

With constraint on access to only certified users, resources are protected from malicious users in 
the customary security mechanisms. Though there are numerous circumstances where is need to 

shield from those who offer resources, the quandary is inverted. For example, information 

providers may act maliciously by providing deceptive or counterfeit information. Moreover the 

conventional security mechanisms are not able to guard the network from such type of attacks 
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[17]. Adding trust to the existing security infrastructures would enhance the security of these 

environments [11]. Trust concept is more applicable to ad-hoc networks because: 

• The quite dynamic nature of the ad hoc network makes it difficult to grant the behavior 

definitely. 

• The proposition “something is good” will be changed to “I think something is good”. The 

opinion is changed to subjective view from objective view [4]. 

Within the sphere of network security, the elucidation of the theory of trust is as a relation amid 

entities that partake in various protocols. Trust relations are substantiated by the preceding 

interactions of entities within a protocol [12]. It was revealed from the review of literature 

presented in section 2 that nearly all of the studies include the trust in order to improve the 
performance of some existing protocol or the newer or modified methodology for trust 

evaluation.The studies vary in the process of trust evaluation, trust updation and trust 

propagation. Some of the studies are at variance in the terms of initial trust evaluation. The 

assimilation of these trust evaluation processes to an existing ad hoc network is different in terms 

of the network layer to which these are functional and the level of abstraction it provided to the 

whole network.Accordingly it is concluded that a framework is missing that will provide the 

researchers with a template where they endow with their own method for trust evaluation, 
updation and even propagation with same environment for the rest of the network. This proposal 

can be used to compare the various trust evaluation mechanisms. The purpose of our study is to 

develop a framework as stated above that helps in building the trust oriented secure ad-hoc 

network environment.  

 

In order to efficiently design and engineer trust networks, ontologies create a methodology and 

mechanism to describe trust relations and their sub-components [1].The ontological engineering 

approach was used to build the framework. 

 

The Perspectives 
 

Trust-oriented security framework, in order to secure the network from malicious behaviors of the 

nodes, can be used in making decisions for the following perspectives such as 

Application Execution 

While the ad hoc network is in operation, numbers of applications like email, instant messaging, 

ftp and many others have to be started by the nodes in the network. As all of the participating 

nodes are ad hoc in nature so it is advisable to ensure the validity of the target node before staring 

any type of application execution as an interaction with the target node.  

Routing Environment 

While the ad hoc network is in operation, there is a lot of packet flows over the network. The 

packet follows the path as per the routing protocol from node to node. In this context before 

forwarding the packet the source first gets the trust value on the receiver and is allowed to 

forward only if the trust value is above the threshold specified as per the policy. As the trust value 

is the result of past interactions so any misbehaving node can be excluded by this validation on 

the basis of trust. 

Authentication 

To accept or reject a public key certificate depends on the trust value of introducing node. 

Therefore the nodes involved in decision making is the value of trust that node s has on the 

originator. 
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Pick the Best 

Sometimes there is possibility the nodes have number of options i.e. number of nodes in the 

network, for an interaction or getting a service from it. In order to select among them, one of the 

criteria is to go ahead with the node for which the initiator has the highest trust value. So it leads 

to choosing the best among the available choices. 

The paper is organized as follows. The section 2 is about the review of literature about the trust in 

ad hoc networks. The section 3 gives the outline of the framework and section 4 is about the 

discussions. 

2. REVIEW OF LITERATURE 

An adhoc routing protocol [5] TAODV (Trusted AODV) extends the widely used AODV (ad hoc 

on-demand distance vector) routing protocol and employs the idea of a trust model to protect 

routing behaviors in the network layer of MANETs. In the TAODV, trust among nodes is 

represented by opinion, which is an item derived from subjective logic. Because of the dynamic 

nature of adhoc networks, trust evidence may be uncertain and incomplete. A Trust-Domain 

based security architecture [16] for mobile ad-hoc networks is twofold: to use trust as a basis to 

establish keys between nodes, and to utilize trust as a metric for establishing secure distributed 

control in infrastructure-less MANETs. The metrics for nodes to establish and manage trust, and 

use this mutual trust to make decisions on establishing group and pair-wise keys in the network 

are defined. An information theoretic framework [19] to quantitatively measure trust and model 

trust propagation in ad hoc networks is proposed. In the proposed information theoretic 

framework, trust is a measure of uncertainty with its value represented by entropy. Axioms are 

developed that address the basic rules for trust propagation. Based on these Axioms, two trust 

models are presented: entropy-based model and probability-based model, which satisfy all the 

Axioms. Simulations show that the proposed framework can significantly improve network 

throughput as well as effectively detect malicious behaviors in ad hoc networks.  

A cluster-based trust model [7] against attacks in adhoc networks was proposed. The reputation 

from a neighboring node is applied to the calculation of the trust value. If the trust value of a 

trustier is used as a weight, more sophisticated calculation of the trust value is available. When 

one create a cluster, all nodes in the cluster can fully trust the selected head, if entire nodes in the 

cluster participate in the head competition. And then, the head node issues the certificate that 

shows the trust level of each member node. If a node moves from one cluster to another, the trust 

level of the node is determined by the certificate issued by the previous cluster-head. A paper [15] 

analyze human based trust model for adhoc networks.  They aim at building a trust relationship 
among nodes, confining the interactions to direct neighbors to better scale on mobile networks. 

They provide a mechanism for nodes to evaluate the trust level of their neighbors.  They also 

analyze the advantages of considering the relationship maturity, i.e. for how long nodes know 

each other, to evaluate the trust level. 

3. THE FRAMEWORK 

3.1 The Design 

 

A framework is to outline probable lines of acts or to depict a favored approach to a proposal or 

notion. A framework can work that is approximating to a plot giving reasoning to pragmatic 

inquisition. For software development point of view, a framework, that is used by software 

developers to implement the standard structure for an application. An excellent framework should 

be conceptual and absolute, obvious and definite, summarized and comprehensible, 

straightforward to sustain and cost efficient. Above all, it should be valuable. An abstract 

representation of the proposed framework is shown in Fig 1. 
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The Ad hoc Network Set Up should have the description classes essentially- network parameters, 

application and the node parameters. An exhaustive study of the literature and simulation tools 

for ad hoc networks acknowledged the subsequent network parameters—Geographical Area, 

Number of Nodes, Placement of nodes, Mobility model, Terrain and some other optional 

parameters. The application class expresses the catalog of possible applications that can be 

accomplished e.g. Email, ftp, chatting, video conferencing and so on. The node parameters are 

used to depict the parameters of node in provisions of battery, memory, mobility speed, clock 
speed.  

The trusted protocol is an enhanced adaptation of an existing protocol. The protocol may be a 

routing protocol, or an authentication protocol or an access control protocol. Thus this flexibility 

in the proposed framework results it as a generalized framework. The protocol is customized so 

that it should take trust value in concern while making decisions. We have presented a relative 

study of performance of ad hoc routing protocols in our prior work [13]. On the source of the 

results of that study we have selected the OLSR routing protocol for demonstrative purposes. 

Subsequent to the selection of protocol, the next step is to make it trusted protocol. The formal 
specifications of the trusted OLSR protocol in formal language Z is given in the paper [14]. The 

trusted protocol with the ad hoc network setup granted a trusted ad hoc network i.e. an ad hoc 

network that too considers trust value while making decisions.  

 

 

 

 

 

 

 

 

 

 

 

 

 

The trust model is intended to work as a trust service. This service is accountable for the trust 

evaluation, trust updation and trust propagation.  The trust model encompassed the following 

components – Trust Configuration, Trust Assessment and Trust Appliance. The trust 

configuration in essence engrosses-- characterizations of trust relationships, a range of trust 

categories, probable trust values. The trust assessment module is accountable for the trust 

evaluation. The trust appliance entailed the supply of trust values to the calling module. A trust 

value is a compute or quantification assigned by a source unit to its confidence in the 

trustworthiness of target unit. The trust value often signifies the prospect of a successful 

interaction, through which some desired outcome will be attained [2]. This trust service is called 

for in the situation where the recommendation from the rest of the nodes in the network is 

required by a node in the network. The trusts on recommendations are largely classified into two 

Ad hoc Network Trust Model 

Ad hoc Network Set Up  Trusted Protocol 

Trusted Ad hoc Network Trust Policy 

Trust Oriented Ad hoc Framework 

Figure 1: Abstract Representation of Trust oriented Ad hoc Network Framework 
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sorts- direct trust and indirect trust. The direct trust a node has on the basis of its own experience 

and indirect trust on the basis of other’s node experience with the node in question. The 

alternatives available in the projected framework for trust evaluation purposes are 

Risk or Context of the Operation/Application i.e. No Risk, Low Risk, Medium Risk, High Risk 

and Highest Risk application 

Global Trust or Local Trust.  

Different or Same weights to recommendations 

The risk or context is defined with the operation or application on run. The purpose of associating 

it is required as the trust requirement to allow or disallow any operation depends on the 

requirement of the context associated with the application e.g. Low risk applications are allowed 
even with the low value of trust and on the other hand high trust value is required for high risk 

applications. The preference of Global Trust and Local Trust is made available as many 

researchers either prefer global or local trust depending on their means of trust evaluation and the 

same notion is behind in presenting the weight option to recommendations. 

The trust policy adopted to allow or discard an interaction on the basis of trust and the context of 

the application. As the policy varies and it is largely dependent on the area of application of the 

ad hoc network, so this is the constraint that it should be abstract from the rest of the 
environment.  

3.2 The Approach 

Nowadays, ontologies are used into an extensive range of applications.  Besides the Semantic 

Web, they are even functional to knowledge management, content and document management, 
information and model integration, etc [8]. The researchers who need to share information are 

provided with common vocabulary by the ontology [6]. The machine-interpretable descriptions of 

fundamental concepts in the domain and relations along with them are presented by it. The 

ontology structure the glossary by defining the central vocabulary and relations to model a 

domain. These glossaries are used in creating knowledge bases, developing services that function 

on knowledge bases and building system that are combination of these knowledge bases and 

services [10]. The process of developing ontology is analogous of the description of set of data 
and their composition for further programs to exercise. Each ontology O contains a set of 

concepts (classes) C and a set of properties P. A class is a collection of individuals and a property 

is a collection of relationships between individuals (and data). Individuals are the specific 

concepts. The relation between an individual to another individual is represented by property 

called an object property. The datatype property is specified to depict the mapping of an 

individual to a data literal. Every property has domain and range as the other mathematical 

functions. While both domain and range of object properties are ontology classes, the range of 

datatype properties are data literals such as integer, time, etc.  

3.2.1 The Implementation 

The OWL (Ontology Web language), which is recommended by W3C (World Wide Web 

Consortium), is used to model ad hoc network, the OLSR (Optimized Link State Routing) 

protocol and trust model as OWL (Ontology Web language) ontologies using Protégé ontology 

development tool. To present the framework these ontologies are integrated using Jena. The 

snapshots of the interface and of ontology description are shown in Figure 2 and Figure 3. 

. 
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Figure 2: A Snapshot of the Interface 

 

Figure 3: A Snapshot of the Ontology Description 

4. DISCUSSIONS 

The main features of trust in MANETs summarized in [9] on the basis of the review of various 

studies. These features and the corresponding validation of these features in our proposed model 

are shown in the Table 1. 
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Table 1: Features of Proposed Framework 

S. No Features of Trust in MANET [9] Features of Proposed Framework 

1. A decision method to determine 

trust against an entity should be 

fully distributed  

The final trust value depends on the 

recommendations of all the nodes of the 

network and hence fully distributed approach 

2. Trust should be determined in a 

highly customizable manner 

without excessive computation 

and communication load, while 

also capturing the complexities of 

the trust relationship 

There is no need for a node to request and 

verify certificates before interaction and 

therefore greatly reduces the computational 

overheads. By introducing context “NoRisk”, 

trust evaluation of such interactions avoided. 

Even more for “LowRisk” interaction the 
“local trust” rather than “Global Trust” 

evaluation is sufficient, again reducing the 

computation load of trust evaluation 

3. A trust decision framework for 

MANETs should not assume that 

all nodes are cooperative.  

Even if some of the nodes are non-

cooperative, the trust value on the bases of 

other nodes gets calculated 

4. Trust is dynamic, not static. The trust increases on successful interaction 

and decreases on unsuccessful interaction and 

hence dynamic 

5. Trust is subjective Trust is subjective as it depends on 

recommendations and even on the context 

6. Trust is not necessarily transitive. The trust depends on direct experiences as 

well indirect experiences individually. The 
weightage of the recommendation for indirect 

experience depends on the location of the 

node, so no transitivity in trust 

7. Trust is asymmetric and not 

necessarily reciprocal. 

The neighborhood of a every node is different 

and hence the weighting factor of the 

recommender node is also different and hence 

the trust is asymmetric 

8. Trust is context-dependent Trust decision depends on the context of the 

interaction, that is defined in terms of the 

degree of risk 
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